
Information Compliance & Records Management Unit, Information Management Branch, Greater Manchester Police 
Openshaw Complex, Lawton Street, Openshaw, Manchester, M11 2NS

Information Compliance and Records 
Management Unit (ICRMU) 
Information Management Branch  

Date: 14/04/2025  
Our ref: 01/FOI/25/014233/D 

FREEDOM OF INFORMATION REQUEST REFERENCE NO: 01/FOI/25/014233/D 

I write in connection with your request for information dated 17/02/2025, received by Greater 
Manchester Police (GMP) for the following information:  

1. A copy of the Force's DPIA for the use of the Auror Retail Crime Intelligence Platform.

2. A copy of the standard operating procedure and/or policy regarding the Force's use
of the Auror Retail Crime Intelligence Platform.

3. Number of your Force's Police Officers that are registered users of the Auror Retail
Crime Intelligence Platform.

Result of Searches 

Following receipt of your request searches were conducted within Greater Manchester Police 
(GMP) to locate the requested information and I can confirm the information requested is held 
by GMP. However, I am not obliged to supply you with all the information held as exemptions 
apply.  

Section 17 of the Freedom of Information Act 2000 requires Greater Manchester Police, when 
refusing to provide such information (because this information is exempt) to provide you, the 
applicant, with a notice which: (a) states that fact, (b) specifies the exemption in question and 
(c) states (if that would not otherwise be apparent) why the exemption applies.

Some of the information you have requested is exempt from disclosure by virtue of the 
following exemptions: Section 31(1)(a)(b) – Law Enforcement and Section 40 – Personal 
Information 
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Where reactions occur in the attached Data Protection Impact Assessment (DPIA) and are 
annotated with “S31”, this is because that information would, or would be likely to, prejudice 
the prevention or detection of crime and the apprehension of offenders. Section 31 is a 
qualified and prejudice-based exemption and as such, subject to a harm and public interest 
test. 

S31(1) - Evidence of Harm 

A Freedom of Information Act request is not a private transaction. Both the request itself and 
any information disclosed, are considered suitable for open publication. This is because under 
the Act, any information disclosed is released into the wider public domain, effectively to the 
world, not just to an individual.  

Whilst not questioning the motives of the applicant, providing any further information relating 
to specific law enforcement operations and intelligence gathering tactics used by Greater 
Manchester Police would reveal our operational capability, which would be of intelligence value 
to criminals.   

Disclosure of tactical options at the police’s disposal, including those used to prevent, detect 
and investigate crimes against the retail sector, will mean that those people who are committing 
crimes and pose a risk to the public, would be able to formulate ways to circumvent or 
overwhelm GMP. If disclosed the tactics used by GMP will become less effective and will mean 
that the police are not able to detect and prevent crime, apprehend, or prosecute offenders or 
to administer justice for the wider community. 

There is always a duty of care to the public and GMP has a clear responsibility to ensure the 
prevention or detection of crime, and the apprehension or prosecution of offenders is always 
delivered. There are several tactics available to GMP to ensure the effective delivery of 
operational law enforcement. In this case, specialist policing activity is required to undertake 
fair investigations where it may be necessary to progress a range of reasonable lines of 
enquiry.  

As such, the disclosure of any further information which would hinder the forces law 
enforcement functions cannot be in the public interest. 

Public Interest Test 

Factors favouring disclosure for S31 - Where public funds are being spent, there is a public 
interest in accountability and justifying the use of public money. Disclosure of the requested 
information would enable the public to assess whether the force has appropriately taken steps 
to help reduce and detect retail crime. Release would enhance public debate as to whether 
the force is appropriately and effectively engaging with the threat posed by criminals to 
businesses, workers and customers in the retail sector. 

Factors against disclosure for S31 - Disclosure that reveals our operational capabilities would 
compromise law enforcement tactics. Criminals could use the information to target areas of 
perceived weakness assuming that their activities are less likely to be detected. It may be used 
by criminals who are intent on pursuing their criminal activity, to identify and exploit the 
limitations of these resources.   
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To release information relating to operational capacity and capability utilised for the prevention, 
detection and investigation of retail crime would have a detrimental effect on our policing 
capabilities. Therefore, to mitigate any risks, disclosure of this information needs to be 
protected, to ensure that those with intent to do so cannot manipulate it or undermine its 
purpose in any way. 

Any disclosure of information which would compromise law enforcement tactics and thus lead 
to more crime being committed by reducing the opportunity for the prevention and detection of 
crime, would therefore increase the risk to public safety, which is not in the public interest.  

Balancing Test 

Law enforcement is of paramount importance and GMP service will not disclose information if 
to do so would undermine its purpose and place the safety of people at risk. Whilst there is a 
public interest in the transparency of using public money in policing appropriately and 
effectively engaging with the threat posed by criminals, there is a very strong public interest in 
safeguarding the integrity of police investigations and operations in this area.  

As much as there is public interest in knowing that policing activity is appropriate and balanced 
in matters of law enforcement, this will only be overridden in exceptional circumstances. Any 
disclosure which hinders our capability and assists criminals cannot be in the public interest.  

It is for these reasons that I have determined that the balance test favours non-disclosure of 
the requested information. 

Section 40(2) represents information that identifies a living individual. Where reactions occur 
in the attached Data Protection Impact Assessment (DPIA) and are annotated with “S40”, this 
is because that information is information that identifies a living individual. To disclose this 
information would breach the principles of the Data Protection Act 2018. Personal data is 
defined by Section 1 of the Data Protection Act 1998 and means data that relates to an 
individual who can be identified directly or indirectly from that data. 

Section 40 is an absolute exemption and there is no requirement to conduct a public interest 
test for such data. 

1. Please see a redacted copy of the DPIA attached.

2. No information is held by GMP. No such policy or operating procedure exists.

3. No information is held by GMP. GMP do not keep a record of registered users of Auror.
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GMP will set clear guidelines/SOP for 
use of the system and Platform will only 
be accessed for policing purposes.  

03 Minimisation 
Data types are captured and stored on the Platform 
that are not required for the purpose 

Likelihood: 
Possible  
 
Severity:  
Significant 
 
Overall Risk:  
 
Medium 
 

The Platform has been carefully 
designed  to assist Customers  to apply 
a data minimisation  approach to retail 
crime reporting and prevention. The 
Platform captures only relevant and  
necessary  fields of personal data, 
determined as a  result of a robust 
design process which  included input 
from major retailers and law 
enforcement agencies. 
 
The  Platform  also  controls  the  fields  
of  personal  data  the  Customer  can  
capture  on  the  Platform, to ensure 
that it is relevant and appropriate. While 
a small number of free text fields are  
needed to allow users to capture 
incidents accurately, these are limited. 
 
The Platform enables Users to crop 
and obscure any images of innocent 
bystanders to ensure that they are not 
identifiable in the information captured 
and shared by the Users on the 
Platform. 
 

Reduced Yes   

04 Accuracy  
Incorrect data is stored and processed on the 
Platform. 

Likelihood: 
Possible  
 
Severity:  
Significant  
 
Overall Risk:  
Medium 

Auror enables Customers to update 
any information stored on the Platform 
if it is deemed to be inaccurate 

Reduced Yes  Auror 
 
Auror 
Customer  
 
GMP 

05 Retention   
Data is retained data beyond the Customer’s 
retention period.  
 

Likelihood: 
Possible  
 
Severity:  
Significant  

Auror retains data in line with each of 
its Customer’s data retention policies. 
Once the retention period has lapsed, 
all personal information is “hard 
deleted” (removed from the database in 

Reduced Yes   
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Overall Risk:  
 
Medium 
 

its entirety), including any backups. 
Statistical data (trend analysis etc) is 
stored separately and will be retained 
at an aggregate level only. By deleting 
the primary information that includes 
PII, it is not possible for this data to be 
re-identified, as it no longer exists. 

06 Security 
There is a risk that Users use the platform in a non-
compliant way. 

Likelihood: 
Possible 
 
Severity:  
Significant  
 
Overall Risk:  
 
Medium 
 

Auror takes all reasonable steps to 
keep all Customer data, including 
personal information, safe and secure. 
 
All information in transit to and from 
Auror is encrypted using SSL 256-bit 
encryption. Transport Layer Security 
(TLS/SSL) is used to protect the 
transfer of information to our hosted 
servers. The Platform is also securely 
encrypted and Microsoft Azure 
complies with industry-leading security 
policies and standards, including SOC 
1/SSAE 16/ISAE 3402, SOC 2, and 
ISO 27001/27002. Microsoft sets out all 
its security features in detail here. 
 
Auror also have policies, procedures, 
and contracts that ensure the people 
who use the Platform play their part in 
keeping data secure. All use of the 
Platform is logged and can be audited 
by Users to ensure that the personal 
information it contains is not misused. 
 
In the incident of a breach, Auror 
makes an assurance that it will identify 
and notify the customer of any data 
breaches it its agreement with the 
customers.  
 
All users will be provided with training 
on use of the platform. 
 

Reduced Yes Auror 
 
Auror Customers 
 
GMP 
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07 Data Subject Rights 
Data subjects are not specifically informed 
regarding the processing of their personal data for 
onward prevention or use by a non-police, law 
enforcement agency/ commercial company.   
 

Likelihood: 
Possible  
 
Severity:  
Minimal  
 
Overall Risk:  
 
Low 
 

Auror  supports  Customer’s  
obligations  by  allowing  individuals  to 
make  privacy  requests  in  relation to 
their own data (for example, to access, 
correct, delete or object to the 
processing  of their data) through 
Auror’s website, but will always direct 
these requests to the customer  for 
processing. 
 
Where the customer receives a privacy 
request, the Platform will make 
compliance simple by  allowing the 
customer to quickly locate personal 
data about the requester and either 
correct  it, delete it, or provide a copy of 
it to the requester 
 

Eliminated Yes Auror 

 
 
 
 
 
 
 
 
  



S40
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