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CYBER & ECONOMIC CRIME - DECISION MODEL College of Policing — Rick Principles (APP)

1) The willingness to make decisions in conditions of
uncertainty is a core professional requirement of

all members of the police service.

Research (standardised write up)

1. Linked AF / NFIB Referrals 2) Maintaining or achieving the safety, security and

2. OPUS Intel / Incident / Address / Nominal / Crime wellbeing of individuals and communities is a

3. Cyclops primary consideration in risk decision making.

4. PNC

5. PND 3) Risk taking involves judgement and balance

6. SARS Decision makers are required to consider the

7. DAML valu_e and I|Kel|h00d of_the p055|bl_e benefits of a

8 0CGM pan]cu\ar decision ag_amst the seriousness and

a. ILORS ECS Control Strategy 2017/18 likelihood of the possible harms.

10. Repeat Victim/Location/Offender 1. Computer Service Software Fraud 4) Harm can never be totally prevented. Risk

2. Binary Options Investment Fraud decisions should, therefore, be judged by the
Huddle Gath 3. Dating Fraud quality of the decision making, not by the
1. Standardised Investigation Plans = AT 4. Online Shopping and Auctions outcome
information and
2. Investigative Reviews intelligence 5. Door to Doer Sales and Bogus Traders ) ) o o )
3. Closure reviews . 6. Pension Liberation Fraud 5) Making risk decisions, and reviewing others’ risk
4. Organisational learning 7. Mandate Fraud decision making, is difficult. This needs to take
8. Hacking Server / Data Breach into account whether they involved dilemmas or

emergencies, were part of a sequence of
decisions or might appropriately be taken by other

Victims -
Take action Assess threat and 1. Vulnerahle agencles.
and review what risk and develop a 2. Over 65 .
happened Code working strategy 3 Romance Fraud 6) The stanc_iard expectgd and re:_:]mred of mt_ambers
- of the police service is that their risk decisions
of 4. Banking Protocol should be consistent with those a body of officers
. 5. Bogus Trader of similar rank, specialism or experience would
Ethics have taken in the same circumstances.
Offender
1. Pathway 7) Whether to record a decision is a risk decision in
2. Repeat itself which should be left to professional
3. 0CG Jjudgement. The decision whether or not to make a
4. FNO record, and the extent of that record, should be
Consider powers and 5. Vulnerable (Mule/County Lines) made after considering the likelihood of harm
policy 6. Coercion occurring and its seriousness.
‘ ;' ;o.rce Priority 8) To reduce risk aversion and improve decision
. Prison Release

making, policing needs a culture that learns from
successes as well as failures. Good risk taking
should be identified, recognised and shared

Evaluation (standardised write up)
Recommendations

1} Allocation - Fraud/Financial /Cyber ‘ 9) Since good risk taking depends on quality

2) Disruption — Tactical Menu of Options information, the police service will work with

3) Prevent Messages partner agencies and others to share relevant
4) Partner referral information about those who pose risk or those

=

5) Asset Attack GMP Crime Management Policy & Procedure who are vulnerable to the risk of harm

6] PoCA 1. Victim Focus X X

7) Challenger 2. Protection of the Public 10)Members of the police who make decisions

8) File 3. Effective use of Resources consistent with these principles should receive the
Civil Powers encouragement, approval and support of their

ECHR organisation.




